Largest non-profit, community-owned healthcare organization
serving the Portland / Vancouver and Mid-Willamette areas
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We value

# RESPECT
We treat all people with respect and
compassion.

¥ SERvICE
We put the needs of our patients and
their families first.

THE LEGACY WAY

We deliver outstanding clinical services

OUR PEOPLE within healing environments.
% EXCELLENCE
OUR PATIENTS We set high standards and achieve them.
OUR COMMUNITIES <o RESPONSIBILITY
We are good stewards of our resources,
OUR WORLD ensuring access to care for all.

® INNOVATION
We are progressive in our thinking and
actions.

Abave all, we will 4 LEADERSHIP
do the right thing. We serve as a role model of goed health
and goed citizenship.

LEGACY HEALTH
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Overview of Legacy Outreach

« Connect

> 1 Hospital
> 37 clinics
> 2 integrated care or regional networks

* Epic
Healthy Planet Link/Outreach

Happy Together
Care Everywhere/CE RUG
Payer Record ingestion for clinical prompting/case management

LEGACY HEALTH



HIE Connections to:
Carequality — Athena Health, GE Centricity, NextGen
Social Security Administration
Surescripts National Record Locator
Veterans Administration

Wellcentive
» Since Care Everywhere Go-Live

T ZIEATE PLAE INCORPORATED OUTSIDE DATA
records with more than

-

In the past month, clinicians added:

Hospitals

Problems Allergies Medications Dispenses ' Immunizations

Emergency
Departments

Clinics
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Overview of External Access to Legacy Epic
= Offered to a variety of organizations with access based on relationship to our
shared patients
> External Access includes

> 1,171 external organizations including
Treatment: Medical offices (except workers comp)

Payment: Billing offices and audit groups
Operations: State agencies, QA @ EMS,

> 11,400+ individuals- About 80% of access is billers, 20% clinical based on
volume of use and records reviewed

> Ranges from 1 person/site to over 300

> High utilization of notifications (can be set by user) for discharges, ED visit
notifications, lab and radiology notifications

> Tied to PGP groups for autocreation of patient lists for sites

> Supported by .5 FTE ©
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Overview of External

= Community Systems Setup
> Request driven process

> 1. Credentialed or “Pathway”

> 2. Sponsor and Delegate agreement

> 3. Individual User Access Forms

> 4. Audited usage

Recertification of terms and conditions

> 5.

Access to Legacy Epic

s

u
ELECTRONIC ACCESS REQUEST FORM
LEGACY  Legacy Health =1 fmiaemd mapras an ooom ofo sm i Sfimiomd 2o mds = ees e s o ik maoan 24
HEALTH foderal law, in I‘

access to Legacy's records: ngm_-\- Health System
Clinical Information Systems

Femote Access Agreement

e Access /

This Clinkcal laformation Sysems Kem emend " Agreenwai”), effective
between Legacy Healih Sysiem, an Cregon sonprodi corp cerpcy”|and
Facility aceess to Legoey”s Electroaic Climical Information

To help us detsrmine the ap
10 us 3t 503-415-4021.

Elzctronic Systems and Communications Palicy Patimnt Caonfidentiality Agresmant

Legacy Health - Pabent Confidentiality and Remote Access Agreement
This Patient Confidentizlity Agrmement ("Patient Cofidertiality Agreement) apalies to Licznsed Medical Praciiticners, their Agents, Medical
St=ff and cthers as specfcally sutharized, whe access Legacy Health Eleciran Information Systems, (mcluding, for seamgale, sppicaticns
such 2= Epic, E-Chars, Millarmium, PACS and Lawsan) and ars not amployed by Legacy Health [Lagacy™.

Pzge 1af1

I uncerstand that the business ensity or arganization for which | work, volunteer, am affiliated with, or atherwise provide sarvices for bas a
relationship (cantractual or ctherwise) with Legacy inwalving access to or exchange of information. Furthermores, as part of this relaticnship, |
understard that | have a l=gal and’or sthical respansihility to safeguard the confidentizlity and int=prity of Lagacy’s =lectronic medical records,
Protected Heahth Information ("PHIT) andior Lagacy's cther propristary data, e.p., firandal information, (oollsctively "Confidertial Information”)
to which | come in contact. As such, | will only access, use, or disclose this Confidentizl Information when it is. necessary, appropri and
fawhil while in the perfcrmance of my Cuties, AND 1 accomdance wih the Legacy's use and disclosure pobices such == LHS700.18,
LHEZ.500.504, and LHS . 700.24.

| further undersiznd that i | f2il o adhee io the provisions of this Patient Confidentiality Agreement or Legacy's use and disdosue policies,
remecial action may include, but nct be limited 1o, termination of established contracts, suspension andior parmanent revocation of
authorization to access Lagacy's Electronic Information Systems.

Additional tenmes and conditions:

™

1. |will anly access Legacy’s Electronic Information Systems, and . Wihen accessing Legacy's Electranic Information Systems, | will:
the dat within those: systems ta which | am authorized and have 2. Only uz= credentiaz azsigned to me, which may include 2
2 work-refated reason based on my job or pesition. | will not User 10 ard password, i access Legacy Sysiems
zcomss Legacy's Electronic Information Systems. or data within ;
thase systems for perzonal reesons of any kind.

. will anly access FHI after hawing neceived prior authorization or
when appropriste and |lzwful bas=d on Lagacy's us= and
disclosure poliicies, the Health Insurancs Portakility and
Accourtakility Act of 1398 (HIPAA), andior cther State and
Federzl lzws.

b Newer shars, discless, or publicly disslay my credertials.
Nevwer use tools ar techniques to break, exgploit, o otherwiss
circurment mstablished sacurity measures. | wil Aoty my
Delegate, 2= incicated below, or Legacy's Security Official i

. Wy credentials, which may inclide & User 1D and password
u=ed o acoess Legacy's Electronic Informaticn Systems:
[=.9.. Epic, E-chart, Millennium, e2c.) have been disciosed or
céherwise compromisad,

d. | know or suspect that actvites that viclate this Patient
Corficertiality Agrasment, or Lapacy's use and dacionume
palicies, have ocouTed,

. | agre= that my chligations undar this Patiemt Confidertiality
Apgresment will continus indefinitety, even after termination of
mry employment, sxpiration of my contract, or my Spansar's
relasonship with Legacy.

1=

"

()

. Lwill ngtin amy way divuige, cogy, release, alter or destroy any
Corfidental Information, inciuding PHI, excest as suthorized by
L=gacy or as required by law.

. I'will avoid inzpprogriate dsclosune of Legacy's Confidential
Irformatian, including PHI, by using aparcpriate security b
mezmures. These messures may include, but are not imit=d to,
lacking up leciranic metia (=.g.. fioppy disks or COs) when not
in uze, using pazzward protected soreen savars, and positioning
computer or device screans that show Confidential Infarmation
away from the view of unauthorzed persons.

(5. | understand that Legacy reserves the right to log, scoess,

review, manitar, audit and cthenwise uslize information stared on

cr passing thrcugh its Slectonic information Systems in odar b

mearap= and enfores security

=

™

. Ugon permination of my employment, expiration of my contract
ce rmy relaticnship with Legacy, | wil immediataly retarm any
Confidensal Infomaticn cwmad by Legacy t Legacy.

By signing bedow, | acknowledge that | have read this Patient
with all the terms, condilions, and policies siated or listed herein.

and | agr comply

Fequezior's Priied Mame [La=, First, W} Fastion | Job" (G o) T Tochl Secursy
MD  Clinical  Admin/Biller  Other numizer “ast 4
ar 4 digit PIN

Fegueziors 06 =t =g Tusiress Enbty RamelFacili” i)

Heguesiors Sageaird.

We request that This person be given 2coess 1o the Tollowing Legacy Heaih syst=m(s) and certly that they have & workraizted
ne=d to sccess information in the requested system(s). If this person is terminated or rezssigned to a position where all or part
of this access is no longer required, we will notify Legacy Heslth within three [3) days 5o that sccess can be disabled.

Carly Gateway | mamPI:nﬂLmkl Match access with {name) | Remove actess 1o |I1EMOVEALI..M:EISS Legacy Us= Only

X X ] | PGP

Spansar or Delepate Saguaims J—
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